Digital surveillance technology

ith thousands of miles
of terrain to protect,
the Homeland Security
Department relies on
technology to keep the
nations borders secure, not just from
undocumented immigrants but also
from drug smugglers, human traffickers,
gun runners and money launderers.
Border Patrol agents face extreme
conditions along US. land borders. The
land between designated ports of entry
is vast and often inhospitable — on the
southern border, desert wasteland is the
norm; to the north, ruggmi mountains
and [rigid winters complicate monitoring,
Maintaining a human presence at all times
isimpossible, and physical barricades are
not always effective.

The Customs and Border Protection’s
Secure Border Initiative aims to remedy
this situation by integrating both DHS
human resources and physical struc
tures along the border with advanced
technology to detect and identify
illegal border activity. For the SBInet

project, DHS is deploying a series of
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pole-mounted digital day- and night
vision cameras, radar and unattended
ground sensors. Linked via smart soft
ware, the components of this digital
surveillance system will give agents a
clear picture of what's happening on the
:.-',uul:ld says Jack Daly. division director
of SBInet. That way, they can direct the
appropriate response where it’s needed,

when it's needed, he says.

Building a Better Border
SBInet grew out of Project 28, a Boeing
led pilot project stretching along 28
miles of the Arizona border, Plagued
by the difficulty of getting off-the-shelf
components to function together effec-
tively, P-28 nevertheless gave engineers
at Boeing and agents at Customs and
Border Protection a good idea of what
atechnologized border surveillance sys
tem would need to contend with.
Getting the technology right is a sig
nificant challenge, says Douglas Doan,
who worked on border security issues
in the Bush administration’s Homeland
Security Department after a career in
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“To think yvou can just put any old cam-
era on any old pole and have it work
in the southern desert is ridiculously
naive,” Doan says. "Its a very difficult
environment.”

Even so, using non-custom equip
ment is essential, says Daly. To build
a system that will ultimately use thou
sands of cameras, as well as radar
and seismic sensors for detection and
microwave transmitters and receivers to
connect it all l(.\;u'lhc-:. and to Jr;!]u)‘ it
quickly and affordably, CBP and Boeing
chose to work with ofi-the-shell, com-
mercial hardware, This assures that not
only will replacements be easily avail-
able, but that SBInet will continue to
benefit from advances in commercial
technology without having to invest
in expensive and time-consuming
research to create appropriate specs for
custom equipment.

Despite these advantages over more
expensive custom or military-spec equip
ment, off-the-shelf gear created the big-
gest challenges when scaling up to cover
many, many miles. Integrating several
]\ic& Us Hf'l.'l‘ﬁ'lli’llll‘l‘.l iH|\l o \ll‘.:('_ll.' svstem
often multiplied the errors, leading to mis
calibrations of the svstem as a whole. For
example, a slight inaccuracy in a camera’s
positioning coupled with a slight inaccu-
racy in the radar system used to target the
cameramight produce an image in which

RECOVERY PROJECTS

The Homeland Security Department’s
Secure Border Initiative is just one of many
technology projects that have received
funding from the economic recovery plan.
The $800 billion American Recovery and
Reinvestment Act makes funds available
to more than a dozen agencies for systems
projects. Some other efforts funded by
the stimulus package include:
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the target is completely out of frame,
making it useless for the agents relving
on the system for information.

“When vou take a lot of off-the-shelf
equipment and put it together)” says Jenny
Burke, a CBP spokeswoman, “sometimes
it works and sometimes it doesn't. P-28
helped the SBI program to determine
what to do and how 1o proceed with an
actual deployment of this technology.”

One shortcoming of P-28 was the
use of satellite uplinks to share imag-
ery. Satellite technology is expensive and
unforgiving, casily disrupted by high
winds, foliage and cloud cover. Instead,
SBlnet uses microwave transmission,
similar to the technology used by cell
phone companies tor Internet access, to
provide the bandwidth for its sensors.
In the first wave, nine sensor towers
carrying an assortment of daylight and
night-vision cameras, and sonar sen-
sors will be networked with hundreds
of unattended ground sensors, all con-
nected back to a central office by eight

microwave lowers

The Human Factor

SBInet combines a lot of exciting tech-
nology into a powerful system, but
ultimately it is a tool that is only as good
as the people using it, says Donald
Wilkinson, program manager in charge
of training development for SBInet. One
hurdle for border security in general,

» An upgrade of the system that the
Veterans Benefits Administration uses
to manage the Gl Bill program so VBA
can cope with new benefits that take
effect later this year;

* Development of regional healthcare
information systems and new standards
for sharing medical information as
part of the Nationwide Health Information
Network that will facilitate data
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and SBlnet in particular, is the newness
of the agency charged with implement-
ing it. Because Homeland Security is less
than a decade old and Customs and
Border Protection even newer, there has
not been enough time for either to de-
velop much of an institutional memory
as a single organization,

Not only is CBP fairly new, but it is
also growing at a tremendous rate, faster
than any other federal agency. Under
these conditions, training and constant
contact with the agents in the field is
essential, Wilkinson says. “The Border
Patrol has an outstanding outreach pro
gram to inform the agents what’s com
ing down the road.” he says.

As the program enters its first round
of testing in the field, Wilkinson is cre-
ating a two-parl training system for the
ficld agents who will be using the system,
“Web-based training will be available to
anyone in the CBP. This is a prerequisite
for advanced training, an instructor-led
course focused on those individuals who
are going to be system operators.”

The training that agents receive will
be focused around computer simulations
of real-world scenarios. Agent feedback
is crucial, Daly savs. “We went to the bor
der and worked with agents to develop a
set of real-world scenarios for training,”
he says, adding, “The folks in the Border
Patrol offices are developing the require-

ments — that’s where it all starts”

transfer between the departments of
Defense, Health and Human Services,
and Veterans Affairs; the Indian
Health Service; and private doctors
and hospitals;

¢ Climate-modeling research by
the National Oceanic and Atmospheric
Administration;

* A state-of-the-art National
Computing Center for the Social Security

The Future of

Border Security

The first phase of SBInet should be
ready for deployment by the end of the
year. CBP is already looking forward to
rolling out the system in 20 sectors, as
well as integrating data from vehicle-
mounted Mobile Surveillance Systems
to create a more thorough picture of
border activity. In the long term, SBInet
aims to create a virtual fence along both
the southern and northern borders.

“The border is dynamic,” notes Doan.
“The challenges that existed 10 years ago
are not necessarily the ones we have to
worry about today — and tomorrow.”

Ultimately, the initiative and innova-
tion along the border lies in the hands
of the agents who carry out the mis-
sion of defending our borders. 1t is their
local knowledge of the real conditions
along the border that will inform the
development of SBInet and related sys-
tems, Daly points out.

SBInet doesn’t aim Lo replace the
human element, but to multiply it
using technology and tactical infra-
structure to identify targets and slow
them down so that Border Patrol can
respond with maximum effectiveness.

“If something’s moving out there
in the desert,” says one of the system’s

designers, “we're going to see it” @

Administration for processing new
and backlogged claims, replacing its
current 30-year-old center;

* Renewable energy, fuel cell
and battery research at the Energy
Department; and

* A project to extend broadband access
to rural areas under the Agriculture
Department’s Rural Utilities Service
Broadband Investment Program.
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